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Abstract: As computing devices are increasingly shared by multiple software entities, hardware-level
protection for critical software is essential for a strong security guarantee. This talk will show how static
information flow analysis and micro-architecture timing-channel protection can be used to build a multi-core
system with comprehensive and verifiable information flow assurance, and briefly discuss how such a
system can be leveraged in the context of a self-driving car to protect safety-critical functions.

The first part of the talk will introduce a secure hardware design language, named SecVerilog, which
enables designers to statically analyze information flow at the hardware level and thus to build systems



